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n November 30, 2009, the

House of Commons passed

Bill C-27, whose short title is
the Electronic Commerce Protection
Act. The Act is aimed at reducing
practices which can have the effect of
interfering with or frustrating elec-
tronic commerce. Notable parts of the
Act place comprehensive controls on
the sending of email messages and
the installation of computer software.

1. Anti-Spam _Provisions

The Act places restrictions on
“commercial electronic messages”
(CEM), which is defined roughly as
an electronic message one of the pur-
poses of which is to encourage partic-
ipation in a commercial activity. An
“electronic message” means a mes-
sage sent by any means of telecom-
munication including a text, sound,
voice, or image message.

You are prohibited from sending a
CEM to someone, unless the receiver
has: (i) given express or implied con-
sent; and (ii) the message meets cer-
tain requirements. If you cannot sat-
isfy those requirements, you may
qualify for an exemption.

Implied Consent

Consent will be implied if: (i) the
sender has an existing business
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relationship or an existing non-busi-
ness relationship with the receiver; or
(i1) the receiver has published its elec-
tronic address or has disclosed its
electronic address to the sender, has
not indicated that it does not want to
receive unsolicited CEMs, and the
message is relevant to the receiver’s
business.

Express Consent

When requesting express consent to
send someone a CEM, you must
clearly and simply set out for what
the consent is requested and the name
of the person seeking the consent.

Certain Requirements of a CEM

The Act requires that any CEM must
satisfy the following requirements: (i)
the message must be in the prescribed
form; (ii) set out the name of the
sender; (iii) set out contact informa-
tion of the sender which must be valid
for 60 days after the message is sent;
and (iv) set out an unsubscribe
mechanism. (The unsubscribe mecha-
nism must permit the receiver to indi-
cate, at no cost, that they no longer
wish to receive any messages. The
address or webpage to which the
unsubscribe indication may be sent
shall be valid for 60 days following
the transmission of the message. An
indication to unsubscribe shall be

HLA Journal

April 2011

implemented within 10 days of
receipt.)

Exemptions to the Requirements of a
CEM

A CEM does not have to satisfy the
consent requirements or the certain
requirements where the message: (i)
is sent to someone with whom the
sender has a personal or family rela-
tionship; or (ii) is sent to a person
engaged in commercial activity and
the message consists solely of an
inquiry or application about that
activity.

A CEM does not have to satisfy the
consent requirements, where the
CEM solely:

(i) provides a quote or estimate
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for a commercial activity;

(i1) is sent in connection with an
established commercial transac-
tion;

(iii) provides warranty or safety
information;

(iv) provides factual information
about the ongoing use of a prod-
uct or service or an ongoing busi-
ness relationship i.e. member-
ship;

(v) provides information about
an employment relationship or
benefit plan; or

(vi) provides good or services,
including upgrades and updates,

the receiver is entitled to.

2. Anti-Spyware Provisions

The Act prohibits the installation of a
computer program on another per-
son’s computer system without
express consent. The Act also pro-
hibits the use of a computer program
on another person’s computer system
to send an electronic message without
express consent. A “computer sys-
tem” means a device that contains
computer programs which perform

computer functions, which could
include a mobile phone.

Express Consent

When requesting express consent to
install a computer program on some-
one’s computer system, you must
clearly and simply set out for what
consent is requested and the name of
the person seeking the consent.
Further, you must also clearly and
simply describe the function of the
computer program that is to be
installed.

In addition, if the computer program
performs any of the following func-
tions you, apart from the license
agreement, must bring to the comput-
er owner’s attention the material ele-
ments of the computer program and
the foreseeable impact of the comput-
er program on the operation of the
computer system:

(1) collects personal information
stored on the computer system;

(i1) interferes with the owner’s
control of the computer system;

(ii1) changes or interferes with the
settings of a computer without the
owner’s knowledge;
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(iv) changes or interferes with
computer data which frustrates
use of the data;

(v) causes the computer to com-
municate with other computers
without authorization of the com-
puter owner; or

(vi) installs a computer program
that may be activated by a third
party without the knowledge or
consent of the computer owner.

Exemption to Express Consent
Requirement

The requirements for express consent
do not apply in respect of the installa-
tion of an update or upgrade to a com-
puter program, which was installed
with express consent, if the person
who gave the consent is entitled to
receive the update or upgrade under
the terms of the express consent.
Moreover, a person is considered to
expressly consent to the installation
of'a computer program if the program
is a cookie, HTML code, Java Scripts,
an operating system, patches, or fixes.

Removal of Installed Computer
Program

A person who has received express
consent to install a computer program
on a person’s computer must ensure
that for one (1) year after installation
the person who granted consent has
an electronic address through which
such person can request the removal
or disability of the installed program.
Also, if the express consent was given
on the basis of an inaccurate descrip-
tion of what the computer program
does, then the party who installed the
program must assist the computer




owner to remove or disable the pro-
gram, where such party receives such
a request within one (1) year of the
installation of the program.

3. Competition Act Revisions

The Act makes changes to the
Competition Act so that any person,
when promoting a business or a good
or service by way of electronic mes-
sage, is prohibited from making rep-
resentations that are false or mislead-
ing in a material respect and is pro-
hibited from making the name of the
sender or subject line of the message
false or misleading.

4. Personal Information Protection
and Electronic Documents Act
Revisions

The Act revises PIPEDA so that the
collection of electronic addresses,
such as email accounts, instant mes-
saging accounts, or similar accounts,
by a computer program designed for
that purpose is prohibited along with
the use of electronic addresses col-
lected by such a program. This is col-
loquially referred to as “address har-
vesting”.

Another amendment to PIPEDA in
the Act prohibits the collection of per-
sonal information, and the use of such
information, if that information was
collected by accessing a computer
without the authorization of the com-
puter owner.

5. Penalties

The maximum penalty for the contra-
vention of the prohibitions concern-
ing CEMs or the installation of com-
puter programs (anti-spyware) is
$1,000,000.00 for individuals and

$10,000,000.00 for any other person,
i.e. corporations, partnership, trustee,
etc.

In determining the penalty amount,
some factors must be taken into
account such as the financial benefit
obtained by the violator, the violator’s
ability to pay, and the person’s histo-
ry concerning any previous violation.

Directors’ Liability and Liability for
Employees

Directors and officers of a corpora-
tion, that commit a violation under
the Act, are liable for the violation if
they directed, authorized, assented to,
acquiesced in, or participated in the
violation. Any “person” is liable for a
violation committed by their employ-
ee acting within the scope of their
employment. However, a person is
not liable for a violation if they can
establish that they exercised due dili-
gence to prevent its commission.

6. Private Right of Action

The Act will generally be enforced
against violators by the
Canadian  Radio-television and
Telecommunications Commission.
Nevertheless, persons affected by a
violation of the restrictions on CEMs,
by a violation of the restrictions on
the installation of computer programs
on third-party computer systems, or
by a violation of the prohibitions
against false or misleading represen-
tations in the Competition Act, may
apply for a court order compelling the
violator to pay the affected compen-
sation for actual loss or damages suf-
fered or expenses incurred by the
affected and additional amounts up to
$1,000,000.00 per day. The affected
must make a court application within
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three (3) years after the date the sub-
ject matter became known to the
applicant.

7. Coming into Force

The Act will come into force upon
proclamation by the federal
government.m

Ryan Smith is a lawyer and trade-
mark agent at Ross & McBride LLP.
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John F. Evans, qQ.c., LsM

Experience has value
And reputation is everything

o Certified Specialist Civil Litigation

o Fellow, American College of Trial Lawyers
e Best Lawyers in Canada

e Lexpert

e Martindale-Hubbell AV Rating 25 years

EVANS

 EVANS |
SWEENY
BORDIN ..

John F. Evans, Q.C.,LSM*{A Liza C. Sheard*

Paul R. Sweeny*+ Andrea M. Hill

Michael Bordin*t Shane van Engen
Scott W. Beattie

*Certified Specialist (Civil Litigation)
‘+Professional Corporation
AFellow American College of Trial Lawyers

www.esblawyers.com

Suite 1201
One King Street West
HAMILTON, ON

905-523-5666

25






